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ECRIN Guidance for 
"Good practice in Software development"
• Design techniques that promoted clear ‘separation of concerns’ between different parts of a system.
• Use of a source control system that allows branching and release management.
• Programming against interfaces rather than concrete fixed components, with dependency injection.
• Programming against data repositories rather than fixed data sources.
• Use of a unit testing framework and / or integration tests.
• Continuous integration of a test regime with a source control system.
• Use of a library of user controls / common modules across systems.
• Regular code reviews and walk-throughs; shared coding.
• Use of a bug tracking system.
• Use of a scripted build and / or deployment scheme.
• Use of scripts for constructing and modifying databases.
• Consistent and effective error / exception handling techniques.
• Consistent and comprehensive logging techniques.



ECRIN Guidance Topics
ECRIN Guidance Topic

Design techniques that promoted clear ‘separation of concerns’ between different parts of a system

1 Software Engineering MethodologyProgramming against interfaces rather than concrete fixed components, with dependency injection

Consistent and effective error / exception handling techniques

Use of a source control system that allows branching and release management 2 Version control Methodology, 
Infrastructure

Programming against data repositories rather than fixed data sources
3 Data Methodology, 

InfrastructureUse of scripts for constructing and modifying databases

Use of a unit testing framework and / or integration tests 4 Automated Testing Methodology

Use of a library of user controls / common modules across systems 5 Lib Repository Infrastructure

Regular code reviews and walk-throughs; shared coding 6 Code Review Methodology

Use of a bug tracking system 7 Bug Tracker Infrastructure

Use of a scripted build and / or deployment scheme
8 Build and 

Deployment Infrastructure
Continuous integration of a test regime with a source control system

Consistent and comprehensive logging techniques 9 Logging Infrastructure



Development Operations (DevOps)

https://medium.com/swlh/how-to-become-an-devops-engineer-in-2020-80b8740d5a52

https://medium.com/swlh/how-to-become-an-devops-engineer-in-2020-80b8740d5a52


ECRIN Guidance Topics + DevOps
ECRIN Guidance Topic DevOps

Design techniques that promoted clear ‘separation of concerns’ between different parts of a 
system

1 Software Engineering Methodology Plan Programming against interfaces rather than concrete fixed components, with dependency 
injection

Consistent and effective error / exception handling techniques

Use of a library of user controls / common modules across systems 2 Lib Repository Infrastructure Code

Regular code reviews and walk-throughs; shared coding 3 Code Review Methodology Code

Use of a source control system that allows branching and release management 4 Version control Methodology, 
Infrastructure

Code

Use of a unit testing framework and / or integration tests 5 Automated Testing Methodology Test

Use of a scripted build and / or deployment scheme
6 Build and Deployment Infrastructure Build &

ReleaseContinuous integration of a test regime with a source control system

Programming against data repositories rather than fixed data sources
7 Data Methodology, 

Infrastructure Operate
Use of scripts for constructing and modifying databases

Consistent and comprehensive logging techniques 8 Logging Infrastructure Monitor

Use of a bug tracking system 9 Bug Tracker Infrastructure Monitor



ECRIN Guidance Topics + DevOps + Progress
ECRIN Guidance Topic DevOps

Design techniques that promoted clear ‘separation of concerns’ between different parts of a 
system

1 Software Engineering Methodology Plan Programming against interfaces rather than concrete fixed components, with dependency 
injection

Consistent and effective error / exception handling techniques

Use of a library of user controls / common modules across systems 2 Lib Repository Infrastructure Code

Regular code reviews and walk-throughs; shared coding 3 Code Review Methodology Code

Use of a source control system that allows branching and release management 4 Version control Methodology, 
Infrastructure

Code

Use of a unit testing framework and / or integration tests 5 Automated Testing Methodology Test

Use of a scripted build and / or deployment scheme
6 Build and Deployment Infrastructure Build &

ReleaseContinuous integration of a test regime with a source control system

Programming against data repositories rather than fixed data sources
7 Data Methodology, 

Infrastructure Operate
Use of scripts for constructing and modifying databases

Consistent and comprehensive logging techniques 8 Logging Infrastructure Monitor

Use of a bug tracking system 9 Bug Tracker Infrastructure Monitor

Robust Test Harness

Auto Deployment

Development 
Environment



ECRIN Guidance Topics + DevOps + Progress + Expanded
ECRIN Guidance Topic DevOps

Design techniques that promoted clear ‘separation of concerns’ between different parts of a 
system

1 Software Engineering Methodology Plan Programming against interfaces rather than concrete fixed components, with dependency 
injection

Consistent and effective error / exception handling techniques

Standardized Development Environment Infrastructure Code

Use of a library of user controls / common modules across systems 2 Lib Repository Infrastructure Code

Regular code reviews and walk-throughs; shared coding 3 Code Review Methodology Code

Use of a source control system that allows branching and release management 4 Version control Methodology, 
Infrastructure

Code

Use of a unit testing framework and / or integration tests 5 Automated Testing Methodology Test

Automated User Acceptance Testing Methodology Test

Use of a scripted build and / or deployment scheme
6 Build and Deployment Infrastructure Build &

ReleaseContinuous integration of a test regime with a source control system

Programming against data repositories rather than fixed data sources
7 Data Methodology, 

Infrastructure Operate
Use of scripts for constructing and modifying databases

Consistent and comprehensive logging techniques 8 Logging Infrastructure Monitor

Use of a bug tracking system 9 Bug Tracker Infrastructure Monitor

Robust Test Harness

Auto Deployment

Development Environment


